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Ready for what’s next. Infroduction

« Timothy Rogers, IT Service Management and
Governance Expert at Booz Allen Hamilton

Ten Steps J.
« Former CTO with 20 years’ experience spanning tonsms"ccess ;:
high-tech start-ups, financial services, and Federal RS/ +
government sectors {7 s
¢
 Holds Master's degree from UCSD, and certifications in ¢ ’
ITIL (v3 Expert), CMMI, COBIT, and Lean Six Sigma "

» Author of “Ten Steps to ITSM Success: A Practitioner’s
Guide to Enterprise IT Transformation”

« Speaker at itSMF USA/HDI Fusion and LEADIt Australia

* *Interesting fact: Lived and worked in Hong Kong and
speaks some Mandarin Chinese
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Ready for what’s next. Today's Agenda

 PART | — Setting the Stage

» What is ITSM? What is ITIL?
» The Driver: Enterprise IT Transformation
» Industry and Government Examples

 PART Il — Systems vs. Services Approach

> IT Service Management (ITSM) and ITIL — “It’s all About the Services”
> Traditional Systems Engineering — “System of Systems Approach”
> Key Similarities and Differences

 PART Ill = An ITIL Approach to Systems Engineering

» Marrying ITIL and Systems Engineering
> How Can You Help Your Organization Make the Transition?
> Recommendations and Next Steps

e Question & Answer
Booz | Allen | Hamilton



Ready for what’s next.

Vv Part I

SETTING THE STAGE
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Ready for what’s next. What Is ITSM?

ITSM is the Industry Acronym for Information Technology (IT) Service Management

Is the Set of People, Process and Technology Used to Provision IT Services and
Manage IT Infrastructure in a Standardized, Repeatable, and Cost-Effective Manner

ITSM is Practiced by All IT Service Provider Organizations, Whether Planned or Ad-Hoc

Leading IT Organizations Differentiate Themselves by Demonstrating a High Level of
Process Maturity and Continuous Improvement in the Delivery of Quality Services at
Optimized Cost

Process

Service
Management

Structure, ITSM

Rores; Tools, CMDB
Responsibilities oo
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Ready for what’s next. What Is ITIL?

ITIL is the Industry Acronym for the Information Technology (IT) Infrastructure Library
Predominant Global Standard for Managing and Improving Enterprise IT Performance

Proven Framework of Best Practices that has Been Successfully Applied by Organizations
of All Sizes Across Industries (e.g. Company and Industry Agnostic)

Adaptable to Each Organization Based on Strategic Needs and IT Process Maturity

| SERVICE STRATEGY | ' SERVICE DESIGN
« Service Strategy « Service Catalog Management |
« Service Portfolio « Service Level Management

Management
« Financial Management
* Demand Management

« Supplier Management

+ Capacity Management

« Availability Management

« IT Service Continuity
Management |

« Information Security ‘
Management i

| SERVICE TRANSITION

|+ Transition Planning and
Support

« Change Management

« Service Asset & Configuration

( SERVICE OPERATION
» Event Management

* Incident Management Management

* Request Fulfillment * Release & Deployment

* Problem Management | Management

* Access Management CONTINUAL SERVICE | | * Service Validation
IMPROVEMENT ‘ \ * Evaluation

» Seven Step Improvement ! Knowledge Management
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Cost Efficiency

Big Picture: Enterprise IT Transformation

Cloud/Service Oriented Architecture
|

Hybrid

Model

Private Public
[ *Most IT organizations ] On-Demand/Throttled Resources
are here . .
Utility
Shared Resources .
@ Services
Shared
SE‘FViCE‘S - Utility/MMetered Cost
Dedicated Resources
'. ':::tel Allocated/Shared Cost
Managed
Services Clear Industry +
Cost Government Trend

I Fixed/User Cost

Difficulty/Complexity

> DoN to reduce total IT spend 25% over 5 years via enterprise IT efficiencies
» Strategy — Shift from owning assets (CAPEX) to managing services (OPEX)

» How? — Enterprise data center consolidation, shared services, processes, etc...
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Ready for what’s next. Example #1: Financial Services

Transformation Objective: “Provision high-quality IT services at
optimal cost to business Users via a Single Enterprise Catalog.”

Negofiaie
F' |:--'1'|_.a

Enlerpnse Commercial
Strategy Lines
Workers’ N <

Enterprise
Service

(4) Independent
Business Units

*Multi-line Insurance Company Example

Broken Service
Model

Booz | Allen | Hamilton

Catalog



Ready for what’s next. Example #2: Department of Defense

“The biggest technology transformation the Department’s ever done.”
DoD CIO Principal Deputy Robert Carey
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o |

".(‘. Deployed Environment

Camputing p—:a =) ﬂn 5
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“Enterprise i
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Ready for what’s next.

Vv Part Il

SYSTEMS VS. SERVICES
APPROACH
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Ready for what’s next. Standards & Frameworks: “What to Do”

Predominant

IT Management Framework Definition (de facto)
Frameworks Framework
IT Governance Frameworks that help organizations define and manage
Frameworks leadership and organizational structures and processes

to ensure that the organization’s IT sustains and
extends the organization’s strategies and objectives.

IT Service Frameworks that help organizations develop and
Management (ITSM) Mmanage the capabilities (people, process, information ;@)
tools) required to provision high quality IT services in a (A ITIL
Frameworks . . W
standardized, repeatable, and cost effective manner.

Information Security Frameworks that offer best practice recommendations

Management (ISM) on information security management, risks, and control

Frameworks within the context of an overall information security ISO-27001
management system (ISMS) that defines a set of
policies related to IT security and risks.

IT Project Frameworks that provide standardized methodology,

®

Pracci Management Institute
Frameworks MEMEEETEL:
Ref: “Information Technology Management Frameworks: An Overview and Research Directions.”
To be published by Dr. Bala, H. and Dr. Ramesh V. Indiana University

Booz | Allen | Hamilton
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Ready for what’s next. Standards & Frameworks: “How to Do It”

Predominant
IT Management Framework Definition (de facto)

Frameworks Framework
T Governance Framewaorks that help organizations define and manage leadership
B e and organizational structures and processes to ensure that the —
organization's IT sustains and extends the organization's strategies Q( il

and objectives.

IT Service Management rameworks that help organizatons develop and manage the

(ITSM) Fr ks rocess, information tools) required to = .
ina d, and Q= ITIL

Information Security TAmeworks T Dest pracice recommendalions on

Management (ISM) information security management, risks, and control within the

context of an overall information security management system 1SO-2700i0

Frameworks (ISMS) that defines a set of policies related to IT security and risks.

» Principles, Policies & Guidelines
» Planning » Interoperability, Agility, Reuse
» Execution
» Innovation

;" ' ' L. 4 e
A\ LW l &QQAF -

Project Management Institute f -

» “System of Systems” Methodology
» Systems Engineering “V-Model”

i _

Project
Management

1N CcoOSE

International Council on Systems Engineering

Business
Relationship
Management

Booz | Allen | Hamilton
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Ready for what’s next. Systems vs. Services

International Council on Systems Engineering,

INCOSE Definition:
A combination of interacting elements organized to achieve one or more stated purposes.

An integrated set of elements, subsystems, or assemblies that can accomplish a defined objective. These
elements include products (hardware, software, firmware), processes, people, information, techniques,
facilities, services and other support elements.

Examples: Aircraft control system, server farm, operating system

Service @) .
(:-‘; ITIL
ITIL Definition:

A means of delivering value to Customers by facilitating Outcomes Customers want to achieve without the
ownership of specific Costs and Risks.

Examples: Flight from A to B, E-mail, online banking

Booz | Allen | Hamilton
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Ready for what’s next. Service Example: Flight to Australia

Delighted Customer!

Direct Link

Booz | Allen | Hamilton
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Ready for what’s next. ITIL in Practice: The Service Lifecycle

ITIL v3 Provides a Comprehensive Framework for Defining and
Managing Services throughout the entire Lifecycle:

P e e e el
F a

. Service Requirements
I

I

Wl Avaiabiity
I

I

@ Capacity

IT Operations
Management Function

F

Processes + Functions

Application Mgmt.
Function

Technical Mgmt
Function

Supplier Management
Service Catalog Mgmt

Information Security —
Management

\

~

Service Desk Function

Request Fulfillment

Event Management

IT Service Continuity
Management

-
Capacity Management

Access Management

Bl

e JaaS —> = Problem Management
* PaaS > S " Service Level Mgmt. _ Incident Management
e E-mail — Servi Servi \ o P

. . ervice ervice ervice ervice
* Mobile Voice — Strategy Design Transition Operations
* Etc... > :

Continual Service Improvement

Booz | Allen | Hamilton
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Ready for what’s next. The Service Design Package

ITIL focuses on Service Design, Not Solution Development. . .

Service Levels
* Service levels and costs agreeable between
Capacity customers and providers

- Satisfy & scale with demand * Overall quality requirements
* Forecasts, current & future

technologies Continuity -

* Recovery & continuity plans

» Consistent and timely delivery
Availability
« Expected availability & Security

reliability ) * Protection against security breaches
« Sufficient accessibility Service « Justifiable & acceptable security
i rocedures
pe&g.n\ P
- "Package ~

Supplier (Contracts)

* Contracted service aligned with
requirements

* Service levels not compromised by
provider performance

Service Catalog

* Service definition & attributes
« Configuration items

Booz | Allen | Hamilton
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Systems Engineering in Practice:

Ready for what’s next. The Systems Lifecycle

While there is some overlap, the majority of core System
Engineering activities are not addressed in ITIL. . .

o \Feasibility Study Operations  Changes (\ Sl
Architecture(s) o and . Replacement
Exploration Maintenance  Upgrades

Lifecyle Processes ‘\  Concept of __ System Validation Plan__
\ ' Operations
. _—;\‘ System Verification Plan Systom
. System System Acceptance 2idia &
B\ Reti:yifements o . L’Verrﬁcabon of /s
2\ Subsystem Deploymentff / &
??p. Verification Plan 8&
“, \ *
%9 " High-Level \(Subsystem Aﬁceﬁanﬁ) Subsystem & Exogenous to
ificati X the ITIL framework
Unit / Device g
Detailed '\ TestPlan Unit/Device S
; . &
- Design \ Testing S
Software / Hardware Document/Approval
Development
Field Installation
Implementation
Time Line Development Processes
ol
Ref: “Systems Engineering for Intelligent Transportation Booz | Allen | Hamilton

Systems,” United States Department of Transportation - Federal

Highway Administration 17



Ready for what’s next. Key Similarities and Differences

While there is some process overlap, several of the Systems
Engineering “Technical Processes” address areas ITIL does not. . .

/* ORGANIZATIONAL
PROJECT-ENABLING
PROCESSES *k PROJECT PROCESSES
Project Portfoli ;
ﬂf.::;g;meztl ° Project Planning Prolgrc]tdncs gﬁfgr ent Decision Management
Infrastructu . Configuration Information
Ma“agemeﬂr?{ ARl T Man aggl;ement Management Measurement
Life Cycle Model Process %k Broad Overlap
Management Guidelines
TECHNICAL PROCESSES Key ITIL Process
Human Resource or Function
Management RSlaknlehoIdetr Requirements Architectural
elglal-Jfli:wei:?.:?: s Analysis Design
Cuality Not addressed
Management Implementation Integration in ITIL
_/ e.q. ITIL “Whitespace”
Verification Transition Validation
* AGREEMENT
PROCESSES
Acquisition Operation Maintenance
Supply Disposal
Ref: INCOSE Systems Engineering Handbook v3.2.2, INCOSE, BOOZ | A”en | Hamllton
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Ready for what’s next.

Vv Part Ill:

AN ITILAPPROACH TO
SYSTEMS ENGINEERING
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Ready for what’s next. ITIL: I's All About the Services

ITIL views everything in IT through a services lens (customer view)

(2) Key ITIL Roles:

® Accountable and responsible for end- O Accountable and responsible for end-
“ to-end service performance across the ‘5) to-end process performance across the
enterprise enterprise

Service Owner Process Owner

UL Ly UL ITIL = Manage By Service!

Enterprise IT Service Delivery

(Matrixed Organizations) Customer View QN - -Technology we“"'%
L7y Our Sales
= % % System was out Application Midrange

over 3 hours Network
Blue = 77, l Uil f (R Desktop Server Database Mainframe
Service Owner 7777727777,
y Services
Example: E-Mail “% 3 4 i i
; 72 i [’/f 7777772 70 Online Banking
3 o ~
Ll ld ' 22 Ll

Online Sales and Claims Processing

TITTIZ 2L WAL Ll L d LImLL
l
r'; LLLL

Partats Human Resource Management
Y 74 LL ol
3l (57 1§
g Orange =
Process Owner 99% x 99% x 99% x 97% x 98% x 99% x99.9%

Available

Example: Availability
Management

Booz | Allen | Hamilton



Ready for what’s next. ITIL View of the Infrastructure

- Systems and their components are viewed in aggregate as “the Infrastructure”, which
exists solely to support and enable service provisioning

- Infrastructure may be in-house, 3rd party, or shared (e.g. public cloud) and in all cases is
viewed as elastic, not fixed or static. . .

[ Service A J[ Service B ][ Service C J[ Service D J[ Service E J

IT Infrastructure \

System 1 :| System 2 \ System 3 ]

~

Suite 1-1 \ Suite 1-2 \ Suite 2-1 \ Suite 2-2
2 N N O

Program 2-1-1 \ Program 2-1-2 \

Module 2-1-1-1 :| Module 2-1-1-2 \ Module 2-1-1-3

Figure 4.13 Simplified example of an IT infrastructure

Source: ITIL® Service Transition, Office of Government Commerce, 2007, p.78

Booz | Allen | Hamilton
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Ready for what’s next. The ITIL V-Model

ITIL defines a “Services” V-Model as part of Configuration Mgmt. . .

Define Service Review Criteria/Plan Validate Service
Level 1 Customer/Business Packages, Offerings
Requirements and contracts

» Contract, Service Package, SLP, SPI

Define Service Acceptance Criteria/Plan Service
Leve‘ 2 SEN ice \p— ACC%pt?nce
i es
Requirements . SILR
g « Draft SLA t
Design Service Service Operational Criteria/Plan O Se::t‘ic(::*.al
Level 3 Solution ﬁ pe
y N Readiness Test
* SDP including:

* Service Model
A - Capacity and resource plans A

Service Release Test Criteria T
Design Service \ and Plan Service
A

Level 4 Release Release Package

» Release Design Test

» Release plan
AN 4
Develop Service Component
Level 5 Solution : and Assembly TesN
/ 5a S5b N\

Levels of

M configuration and

testing

Baseline point

Service
Component
Build and
Test

Deliveries from
internal and
external suppliers

Internal and
external suppliers

Figure 4.12 Example of service lifecycle configuration levels and baseline points, represented by the
numbered triangles

Source: ITIL® Service Transition, Office of Government Commerce, 2007, p.78. Booz | Allen | Hamilton
22



Ready for what’s next. The Systems Engineering V-Model

Systems Engineering and the role of the ITIL V-Model. . .

Stakeholder
Requirements
Definition Process

Validation
Process

Transition
Process

Operation Maintenance .
Disposal Process
Process Process

ITIL Focus

Booz | Allen | Hamilton
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Ready for what’s next. Marrying ITIL + System Engineering (1)

Define Service Review Criteria/Plan SRSt Arvice:
Level 1 | Customer/Business Packages, Offerings
irements and contracts
= Contract, Service Package, SLP, SP

o Deﬁy:: Service Acceptance Criteria/Plan
evel Servi

Design Service Service Operational Criteria/Plan
Level 3 Sz:mm
* SOP including
+ Service Model

ode
PN « Capacity and resource plans

ervice
Operational
Readiness Test

]
e Service Release Test Criteria 111 ) 7
R P
o
Develop Service Component
Level 5 l Solution \ I and Assembly Yesx\
Levels of
Gl configuration and . =

testing Deliveries from
internal and
external suppliers

Baseline point
Figure 4.12 of service lifecycle i ion levels and ine points, rep. by the

numbered triangles

Stakeholder Validation

Process

Operation Maintenance
Process Process

ITIL Focus

Service
Portfolio

Transition

Architectural

ESgyi=d

Implementation

System of
Systems

Systems +
Components

Booz | Allen | Hamilton
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Ready for what’s next. Marrying ITIL + System Engineering (2)

@k ORGANIZATIONAL \

PROJECT-ENABLING
Sk erosecr processes Integrated Processes. . .
Pr;ie:;gl’;):feallio Project Planning Projzf.ld.‘!\cs:le‘-?rirlnen( Decision Management
e ~
Infrastructure - Configurati Inf ti . A
Wansgament RiskManagement | | \onagement Management D Service Portfolio Management
\ y,
Life Cycle Model | Process > S . p \
Management Guidelines ervice
*TECHNICAL PROCESSES Dema‘nd Management
— Strategy & )
w;zr;g::;:;m Iige:;::ierz:?r:g::s Requirements Architectural ¢ ™
Definition fnalysis Desion Financial Management
Quality L v,
Management Implementation Integration
— ) X
* AGREEMENT Verification Transition Validation . SerVI ce Catal og M an ag em ent
PROCESSES Service L
Acquisition Operation Maintenance DeSi n ( . )
g Service Level Management
(. J
Supply Disposal
s | e ™
SERVICE STRATEGY ‘ SERVICE DESIGN Asset Management
= Service Strategy « Service Catalog Management .
» Service Portfolio « Service Level Management Service N\ 4
Management « Supplier Management T iti ( ")
= Financial Management A < » Capacity Management ransition Kn 0W| ed g e Man ag ement
* Demand Management « Availability Management L y
| « IT Service Continuity
Management
ey | + Information Security
e ) 1 Management e i N
" 7 Incident Management
F - ~ \ /
/Se:ww | SERVICE TRANSITION S . - ~
Tideern | * Transition Planning and ervice
| . Support . Problem Management
SERVICE OPERATION < Charcallanadement Operations L )
+ Event Management - Service Asset & Configuration - ~
* Incident Management Management i
* Request Fulfillment - Release & Deployment RequeSt Fulfillment
* Problem Management | Management \ v,
* Access Management CONTINUAL SERVICE ‘ | = Service Validation
IMPROVEMENT | = Evaluation
J - Seven Step Improvement | * Knowledge Management

| 1

25
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Ready for what’s next. What's a Systems Engineer To Do?

So What is a System Engineer’s Role in an ITIL World?

» Recognize where ITIL processes support and enhance systems
engineering processes

 Leverage ITIL processes when defining, validating, and providing
services

 Utilize an ITSM/ITIL approach to encourage emphasis on stakeholder
requirement development

» Stakeholder requirement development often considered extraneous
overhead by IT managers when using a traditional system-of-
systems approach to IT development

[ Service A ][ Service B ][ Service C H Service D J[ Service E ]

Utilizing ITIL is a BIG WIN for
systems engineers — helps
systems engineers efficiently
define and provide IT services

Booz | Allen | Hamilton
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Ready for what’s next. Recommendations and Next Steps

How Can You Help Your Organization Make the Transition?

» Understand where your organization is within the IT transformation
process

« |dentify the changes to your system that will be required to provide IT
services as your organization progresses through IT transformation

« Encourage shifting to an ITSM/ITIL approach for gathering and defining
stakeholder requirements and providing a focus on the services

Booz | Allen | Hamilton
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Ready for what’s next. In Conclusion: The Future is Now

DoD is transitioning from a traditional waterfall systems acquisitions
approach to a more agile approach to acquiring and managing services.

Defense Science Task
Force on Improvements
to Service Contracting
[ ]
(All services, including
IT Services):

Product: $158B (43%)
Service: $212B (57%)

IT services have completely permeated the national security enterprise. The DOD
is increasingly dependent on IT enabled services for both business enterprise and
mission activities. As a result I'T service reliability is directly related to DOD
business and mission risk.

DoD is facing $450 billion to $1 trillion in cuts over the next decade that will force
consolidation to enterprise shared services including cloud computing.

Shared enterprise services will require enterprise service management capabilities
beyond what currently exists or is budgeted for.

The DOD currently acquires more service than product. DOD programs provide
more service than product. Service acquisition extends through the period of
performance, but current DOD capabilities are based on product and system
acquisition and are inadequate for managing the cost, quality, risk, performance,
and mission outcomes related to service.

Ref: “ITSM in the DoD” Presentation Dated 14 December 2011
Presented by Bill Powell and Michael Thompson to the ISACA Virginia Chapter

Booz | Allen | Hamilton
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Cost Efficiency

Big Picture: Enterprise IT Transformation

Cloud/Service Oriented Architecture
|

Hybrid

Model

Private Public
[ *Most IT organizations ] On-Demand/Throttled Resources
are here . .
Utility
Shared Resources .
@ Services
Shared
SE‘FViCE‘S - Utility/MMetered Cost
Dedicated Resources
'. ':::tel Allocated/Shared Cost
Managed
Services Clear Industry +
Cost Government Trend

I Fixed/User Cost

Difficulty/Complexity

> DoN to reduce total IT spend 25% over 5 years via enterprise IT efficiencies
» Strategy — Shift from owning assets (CAPEX) to managing services (OPEX)

» How? — Enterprise data center consolidation, shared services, processes, etc...

Booz | Allen | Hamilton
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Ready for what’s next. Change is Coming - Be Prepared!

DoD Acquisition Lifecycle improvement plans

Programs and regulations to improve and accelerate the IT acquisitions process

Office of Management and National Defense Defense Business
Budget (OMB) Authorization Act (NDAA) Capability Lifecycle (BCL)
25 Point Plan of 2011
o o « Rapidly acquire and deliver
- DC Consolidation (800/2015) - BPR required if development or business IT capabilities
- IT Program Mgr. Career Path modernization funding exceeds . Designed to enable delivery
 Enterprise shared services 1M o of incremental capabilities
- Federal Cloud First Policy * IT Management coordination while requiring compliance
o _ through updated Enterprise with business process
 Eliminate underperforming IT Architecture regulations requirements

projects

« Acquisition process for IT * Shortens cycle time to

reduce waste while
maintaining oversight

Ref: “ITSM in the DoD” Presentation Dated 14 December 2011
Presented by Bill Powell and Michael Thompson to the ISACA Virginia Chapter

Booz | Allen | Hamilton
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Ready for what’s next.

QUESTION
& ANSWER
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Ready for what’s next.

Thank You for Participating!

»> An ITIL® Approach to System Engineering

» Recommended Reading: Ten Steps to ITSM Success. A
Practitioner s Guide to Enterprise IT Transformation

Contact details:

Timothy Rogers
Rogers_Timothy@BAH.com
(858) 356-7373

Andy Haass, CSEP
Haass John@BAH.com
(760) 803-8029

Chris Waskiewicz, CSEP
Waskiewicz_Christopher@BAH.com
(619) 542-4264
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